
 

 

 

KOMPUTIKA  
NEWSLETTER 

 

April 2025 

Issue   

  
National Regulatory Framework for Internet-Based Messaging and Social 

Media Platforms in Malaysia 

INSIDE 

__ 

TAG  

[Achievement] [Prime 

Media] [National 

Framework] [FSKTM][Sinar 

Karangkraf] 

AFFILIATION  

Department of 

Information Systems,  

Faculty Computer Science 

& Information Technology,  

Universiti Malaya  

 

 
Dr. Mohd Shahrul Nizam.  

  Regulatory Framework for Digital 

Safety and Accountability of Internet 

Messaging and Social Media Service 

Providers in Malaysia 
‒ By Mohd Shahrul Nizam Mohd Danuri, Raja Jamilah Raja Yusof 

Introduction 

The digital landscape in Malaysia is constantly evolving, with social media platforms and internet 

messaging services assuming a progressively important part in daily life. This digital expansion has 

concurrently resulted in an increase in cyber dangers, detrimental content, and privacy 

infringements. The Malaysian Communications and Multimedia Commission (MCMC) has 

established a Regulatory Framework for Internet Messaging and Social Media Service Providers, 

effective 1 January 2025, with initial licensing commencing on 1 August 2024. This framework 

requires service providers with over 8 million users in Malaysia, such as Facebook, Instagram, 



WhatsApp, and TikTok, to acquire a license in accordance with the Communications and 

Multimedia Act 1998. 

This article outlines the regulatory framework's approach to online safety concerns, reconciles 

cybersecurity with user privacy, and fortifies the protection of vulnerable users, especially minors. 

Mitigating Cyber Threats via Proactive Regulation 

This regulation project is a proactive and systematic strategy by the Malaysian government to 

improve national cybersecurity. The government mandates that platforms with extensive user 

bases acquire operational licenses, so imposing direct accountability on service providers to 

oversee and regulate harmful content, including cyberbullying, online frauds, illicit gaming, and 

sexual exploitation. 

The framework is supported by comprehensive stakeholder engagement, comprising 43 

consultation meetings with public and commercial institutions, and indicates a resolute 

commitment to prioritizing user safety at a national level. Legal enforcement tools, comprising 

penalties and possible platform limitations, exist to ensure compliance and discourage neglect. 

Essential Cybersecurity Protocols for Service Providers 

Service providers are required to establish comprehensive, real-time content filtering systems 

utilizing artificial intelligence (AI) alongside human moderators. The implementation of responsive 

user reporting mechanisms is essential, enabling users to identify incorrect or dangerous content 

for prompt inspection and action. 

Furthermore, rigorous data protection measures must be implemented to safeguard user 

information against breaches. Providers are encouraged to work closely with national regulatory 

bodies such as MCMC and to submit periodic compliance reports outlining their measures for 

addressing digital threats. 

Reconciling Security and User Privacy 

A fundamental strength of the architecture is its meticulous equilibrium between user privacy and 

national security. Enforcement activities must be legally substantiated and adhere to due process, 

safeguarding digital rights such as freedom of expression and data privacy.  

Transparency is essential, platforms must inform users of any material removal or account actions 

taken, so assuring accountability. The introduction of third-party audits could enhance faith in the 

system's fairness and integrity. 

Safeguarding Minors from Digital Dangers 

Children continue to be one of the most susceptible demographics inside the digital landscape. 

They encounter risks of online sexual exploitation, cyberbullying, deceptive frauds, and content 

unsuitable for their age. This legal framework adopts a stringent approach to child safety by 

mandating platforms to establish child-specific protective measures, including default safety 

settings, parental controls, and curated rules for child-safe content. 

The framework anticipates tight collaboration with local child protection authorities and NGOs to 

guarantee comprehensive and continuous safeguarding. Moreover, it fosters digital literacy and 



responsible online conduct among children and their guardians, so assuring a safer, more 

informed generation of internet users. 

Conclusion 

The Regulatory Framework for Internet Messaging and Social Media Services is a crucial policy 

that highlights Malaysia's dedication to enhancing digital safety. It is not solely a legal instrument 

but a societal pledge to responsibility, openness, and the prudent management of digital 

platforms. As Malaysia progresses into the digital era, such frameworks will be crucial in 

guaranteeing that technology benefits the citizen safely, ethically, and inclusively. 

 

Social media service workers. 

Social Media Regulatory Framework: What You Need to Know 

Starting 1 January 2025, Malaysia takes a significant step forward with the introduction of a 

regulatory framework for social media platforms and internet messaging services. But what does 

this mean for you? 

This initiative aims to hold platforms accountable for safeguarding user safety—particularly for 

children and individuals vulnerable to online scams and exploitation. Discover how this new law 

is designed to foster a safer digital environment for everyone. Don’t miss the opportunity to 

understand your rights and protections in the online world. 

#KawalSelia #MediaSosial #PerkhidmatanPesanan #DigitalMalaysia #KeamananSiber 
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